Abstract
Introduction
Information technology (IT) offshoring or offshore outsourcing is a fast growing trend that is worldwide and continuing. According to an IDC market research report [12] , the estimated market size of IT offshoring will reach US$29.4 billion by 2010. IT offshoring is a business strategy that is (at least initially) focused on IT cost reduction by buying tradable services from offshore IT service providers in India, China or other developing economies who enjoy existing comparative advantage in lower labour cost and skilled labour, as shown in Table 1 below.
Offshoring as a business strategic option chosen by firms is not new. The manufacturing offshoring trend started in the 1960s in the U.S. and resulted in the paradigm shift from manufacturing toward services as the dominant GDP, and the same trend spread worldwide. Along the way manufacturing offshoring exerted both disruptive and transformative impacts on uneducated and unskilled factory workers. While IT offshoring will have similar or greater disruptive and transformative impacts on highly educated and highly skilled IT workforce in wealthy developed countries, this research will not address this much debated labour issue. Rather, we address the research problem of identifying new and emerging risks of IT offshoring and evaluating which IT capabilities are core to successfully manage such risks, develop and sustain external vendor relationships that create business value to the client organization.
The process of IT offshoring involves the transfer of in-house IT functions and activities to offshore IT vendors, including business processes, non-core back office processing, software development and maintenance, consolidation of distributed IT infrastructure resources, and real-time management of IT assets such as customer database access control rights. Depending on the criticality of the services involved, IT offshoring arrangements will introduce operational and strategic risks, any of which will prevent firms from achieving their short-term profitability and/or long-term sustainability. Therefore, proper identification of the relevant risks, preventing the transfer of the existing risks and mitigating the negative impacts of the emerging risks are of paramount importance to the client firm.
However, IT offshoring practice, in comparison to IT outsourcing practice (to domestic IT vendors), is still new and emerging. In consequence, we do not have a full understanding of risks and controls in IT offshoring. Furthermore, relatively little research attention has been paid to understand which IT capabilities are core to IT offshoring risk management. Therefore, the aims of this research are to identify IT offshoring risks through a survey of research literature and to map them to the extant core information systems (IS) governance capabilities framework developed out of IT outsourcing field research [8, 30] . The framework represents a client firm perspective, and has identified nine core IS capabilities required for successfully managing IT outsourcing practice. What is particularly relevant to our research is its identification of leadership and informed buying as core IS capabilities that are necessary for outsourcing governance. In this paper, we argue that strategic management of risks and controls needs to be added to the governance capabilities in the extant framework in order to address new and emerging risks in IT offshoring.
Table 1. The appeal of IT offshoring
Source: [10] The structure of this paper is as follows. The core IS capabilities framework is discussed in the next section, which is followed by research methodology employed to identify risks (section 3), results: IT offshoring risks (section 4), the risks mapped to the governance capabilities framework (section 5), and conclusion (section 6).
The Feeny and Willcocks Framework on Core IS Governance Capabilities
The Feeny and Willcocks Framework [8] was based on their field studies of successful IT outsourcing arrangements to identify core IS capabilities: leadership, informed buying, relationship building, making technology work, contract facilitation, contract monitoring, vendor development, business systems thinking, and architecture planning. The framework highlights leadership and informed buying as core IS capabilities that are necessary for outsourcing governance.
The nine core IS governance capabilities are grouped into three capability constructs, or "three faces" in the framework: business and IT vision; design of IT architecture; and delivery of IT services. The relationship between the outsourcing governance capabilities (leadership and informed buying) and the three capability constructs is shown in Figure 1 below. The first construct, Business and IT Vision, encompasses IT outsourcing governance (namely, leadership and informed buying), business systems thinking, (internal business-IT) relationship building, and contract facilitation. Leadership capability is required to align IT outsourcing projects with business goals, strategies and activities to create business value. Informed buying is concerned with the initial stage of outsourcing through analysis of the external market for IT services. Business systems thinking in the IT organization is important to leverage IT capabilities to solve business problems, improve business processes, and facilitate business strategy formulation. Relationship building in this framework is essentially internally oriented, facilitating "the wider dialogue, establishing understanding, trust, and cooperation amongst business users and IT specialists. The task here is "getting the business constructively engaged in IT issues."" [30, p. 51 ] Contract facilitation capability is concerned with trouble-shooting of the problems and conflicts that arise within outsourcing relationships to ensure the successful delivery of IT services by external vendors.
The second construct, Delivery of IT Services, encompasses the outsourcing governance capabilities mentioned above, as well as three capabilities: vendor development, contract monitoring, and making technology work. Vendor development is concerned with the client firm's long-term investment in developing strategic buyer-supplier relationships that deliver business value to both parties. This capability is contrasted to contract facilitation mentioned above. While the former is long-term (including future relationships) and strategic, the latter is short-term during the contract period and, operational. The third construct, Design of IT Architecture, encompasses the governance capabilities, (internal business-IT) relationship building, making technology work, and architecture planning. Architecture planning capability is concerned with developing a flexible IT enterprise architecture that meets present and future business needs and that aligns with the client firm's business and IT vision.
In Figure 1 above we show new italicized terms that are not found in the framework: client risks, vendor risks and inter-firm relationship risks. These terms refer to three different sources of risks that are used in the process of mapping risks in section 5. Client risks are those risks that are primarily originated in the client firm's internal resources or lack thereof. Similarly, vendor risks are those risks that are primarily related to the vendor firm's internal resources. In contrast, inter-firm relationship risks refer to those risks that arise as a result of IT offshoring relationships.
Research Methodology
This section discusses research questions and literature review and content analysis as the research methodology adopted in this paper to identify IT offshoring risks. We then discuss a sample of the relevant academic literature selected for content analysis, and content analysis applied to the sample: level of analysis and procedural rules adopted in this research. Next, we discuss how we have identified IT offshoring risks in the research sample. Finally, we discuss how the risks identified in this research were mapped to the extant core IS governance capabilities framework.
Research Questions
We address two related research questions from a perspective of the client firm that offshore outsources its IT functions: (1) What are risks of IT offshoring as identified in the academic research literature? (2) Does the extant core IS capabilities framework [8, 30] hold when it is extended to a different context of IT offshoring governance capabilities for managing offshoring risks?
Content Analysis
Content analysis is defined broadly by Holsti [11, p. 14] as "any technique for making inferences by objectively and systematically identifying specified characteristics of messages". Content analysis as a research methodology has been used in social sciences in general and by information systems (IS) researchers in the diverse contexts. Content analysis is used to identify whether or not certain words or concepts are present within texts or sets of texts. The presence, 
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Content analysis begins with identifying research questions and selecting a sample of texts. Once selected, the text must be coded into manageable content categories. The process of coding is basically one of selective reduction. For this paper, first we searched for the words "offshoring", "global sourcing" and the combination of words "outsourcing" "India" as the search arguments in three separate rounds of searching, using citation and the abstract provided by the on-line databases: ProQuest 5000, ACM Digital Database and Emerald. In the third round of searching we substituted the word "India" with words "offshore" "overseas" "international" "global" "cross border", in order to more accurately capture and include the relevant literature in the sample. Once we identified the collection of articles that satisfied the above criteria, we further searched the full text of these articles for the words "information technology" and "risk" in an attempt to select the articles that focused on IT offshoring risks. We have not coded for frequency of the words as content analysis is deployed to identify comprehensively the relevant literature on IT offshoring risks.
During the search it was observed that while most of the IS/IT journals contained an abstract some of the business journals did not. Certain instances were observed where there were discrepancies between the abstract in the article and the abstract provided by the database. The conference proceedings were searched using the search facilities within the respective websites which did not allow specifying which part of the article to be searched. (i.e. citation and abstract or full text). Due to some of these procedural challenges in conducting content analysis, the set of articles selected for this study should be considered as a representative sample of the relevant literature and not as an exhaustive collection.
Research Sample
After the three rounds of searching we identified a total of 55 articles from academic IS/IT journals, corporate/ business journals and conference proceedings as relevant research sample for the content analysis. However, for this study only the papers published in the academic IS/IT journals are selected and therefore, a total of 25 articles from corporate/business journals and conference proceedings were excluded from further analysis. We also excluded 5 articles published in the academic IS/IT journals that made references to IT offshoring in the context of book reviews, editor's letters/comments or commentaries on articles published by other researchers. Since our aim was to select the research journal articles that focused on identification of risks related to IT offshoring, the exclusion of these 30 articles was appropriate. Therefore, a total of 25 articles were selected for further interpretive content analysis. The IS/IT journals included in this study and the number of articles selected from each journal are listed in Table 2 . 
Risk Identification and Coding Method
Our first research question was concerned with IT offshoring risk identification from the perspective of the client firm. This phase of research was conducted as follows. First, in a pilot study two researchers read all the selected articles and discussed whether or not the IT governance framework discussed in Section 2 could be applied to a new context of IT offshoring, beyond its original outsourcing context. In other words, our aim was to decide if the nine constructs identified in the framework were sufficient and useful for our purpose of identifying and classifying risks reported in the 25 articles. We read the articles again and applied the nine constructs systematically to perform a grounded search of risks in the research sample. Second, we coded independently all the risks identified and discussed in the sample. In coding risks, we adopted the author's descriptive label (e.g. "heavy start up costs") whenever possible in order to capture and represent its original message as accurately as possible. However, when its meaning was not immediately clear
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to us, we reworded the risk description. Hence, the two researchers coded the risks independently and produced a set of two lists of all the risks reported in each article. Finally, we compared the lists systematically, having achieved high level inter-judge agreement (over 95%) for the most of the risks. Where we disagreed or discovered coding errors, we revisited the articles to reconcile the disagreements. We then compiled a comprehensive list of all the risks across the sample.
Risk Mapping Method
Our second research question was concerned with whether or not the extant core IS governance capabilities framework holds when it is extended to a different context of IT offshoring governance capabilities for managing offshoring risks. In order to explore this question, we first identified the three sources of risks as briefly discussed in Section 2. At the initial round of mapping the risks, we did not straightaway classify the risks into the governance framework. Rather, we classified each risk into one of the three sources of IT offshoring risks: client, vendor or inter-firm relationships. This classification code ("C", "V" or "R") was added to the comprehensive list of all the risks identified earlier. We found the Figure  1 useful in mapping all the risks on the list against the nine core capabilities of the governance framework. The IT offshoring risks identified in the 25 journal articles are discussed in the next section and the mapping results are presented in Section 5.
Results: IT Offshoring Risks
A total of 48 unique risks were identified and reported in the sample of 25 journal articles. These risks were classified, based on the point of origin, into one of the three categories: client risks, vendor risks or inter-firm relationship risks. Table 3 lists the summary statistics of all the risks according to the point of origin. There were 22 client risks identified as originated at the client's end that included loss of organizational capabilities and competencies, vendor lock-ins and high/increasing transaction costs. A total of 20 vendor risks were identified that included service debasement, lack of critical knowledge/expertise on client's domains and functional areas. A total of 6 inter-firm relationship risks that were identified included lack of communication and coordination, risks related to cultural and language differences and lack of trust. Table 4 shows the comprehensive list of all the risks and their codes we used in this research. Citations for the journal articles that identified specific risks are shown within the square brackets in the table with the numbers corresponding to references listed at the end of this paper. The Table is broken down by the risk's point of origin: client, vendor or inter-firm relationships. High turnover of the client's workforce [22] C.2 Low morale of the client's workforce [22] C.3 Resistance to change [14; 25] C.4 Low awareness of offshore location/vendor capabilities [3] C.5
Inability/inexperience in managing vendor activities from a distance [1; 3; 25] C.6
Incomplete/poorly drafted contracts [14; 25] C.7 Vendor lock-ins/risks of increasing control of the service providers [1; 4; 6; 13; 14; 26] C.8
Increased switching costs [6; 13; 14] C.9 Wrong type of service outsourced/ offshored [25] C.10
Heavy start up costs [31] C.11 High/increasing transaction costs [4; 6; 7, 14; 16; 18; 22; 23; 26] C.12 Hidden contract costs: costs and implications related to unexpected changes to contracts [6] C.13
Cost incurred due to non-performance of the vendor (disputes and litigation) [4; 6] C.14 Increasing charge rates and decreasing cost advantage [17; 20; 26] C.15
Lack of clarity in requirements [10; 26] C.16 Project size and complexity [1;10] C.17 Risk of business failure/ uncertainties [6] C.18 Restrictive regulations imposed by the client's country [3; 25] C. 19 Loss of domestic jobs/ employment opportunities [16; 19; 20; 22; 28; 29] C.20 Downward pressure on domestic salaries [29] C.21
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Threat to national security [4] C.22
Vendor Risks
Code Service debasement [1; 6] V.1 Scope creep and change management [31] V. High taxes/tariffs and complications [25] V.14 Trade barriers and restrictive business environment for foreign companies at the offshore destination [25; 27] V.15
Lack of intellectual property safeguards [2; 4; 14; 22; 23; 24; 25; 26; 27] V.17
Legal risks [18] V.18 Corruption at offshore destination [4] V.19 (Limited) access to recruitment networks [4] V 
The Risks Mapped to the Framework
All 48 risks listed in Table 4 were mapped against the extant core IS governance capabilities framework discussed in Section 2, using its nine constructs to guide us in the process of mapping. Table 5 below shows the summary statistics. It shows that 28 risks out of a total of 48 risks found in the sample could be mapped against either of the nine constructs 1) leadership, 2) informed buying, 3)contract facilitation, 4) vendor development, 5) contract monitoring, 6) making technology work, 7) business systems thinking, 8) (internal business-IT) relationship building, and 9)architecture planning. This means that the extant core IS governance capabilities framework is sufficient and useful in mapping nearly 60 per cent of the risks reported in the 25 journal articles. However, the remaining 20 risks cannot be so easily mapped against the governance framework. Table 5 above shows that, of the 20 risks that do not fit into the framework, 4 client risks are related to the client firm's environmental uncertainty and 11 vendor risks are also associated with the vendor firm's environmental uncertainty. In addition, 5 risks are inter-firm relationship risks that result from IT offshoring practice. In other words, the extant core IS governance framework does not provide core IS governance capabilities explicitly to manage and control these new environmental risks and inter-firm relational risks that are uniquely associated with IT offshoring practice, but not with IT outsourcing. Perhaps, these risks did not show up on client firms' radar and hence the corresponding governance capabilities were not considered as important in the extant framework due to its central focus on the IT outsourcing environment (to domestic IS service providers). Table 6 below shows IT offshoring risks that were mapped well against the nine core IS governance capabilities. The Table shows that a great majority of IT offshoring risks that were identified and reported in the sample were also commonly recognized as IT outsourcing risks; for example the client firm's loss of organizational capabilities/competencies, requirements uncertainty, hidden contract costs, vendor lockins/risks of increasing control of the IT vendors, and uncertainty associated with large-scale IT projects such as scope creep and change management. Risks associated with disaster recovery operations at offshore destination V.8
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Three tables below list those IT offshoring risks in the sample that do not map well in the core IS governance capabilities framework. Table 7 lists client risks that are environmental uncertainty in nature. Table 8 identifies vendor risks that are also environmental uncertainty in nature. Finally, Table 9 shows neither client risks nor vendor risks, but rather are inter-firm relational risks that originate from the offshoring transactions, coordination and interactions between the client and the vendor during the contract duration. 
Conclusion
Much has been written about the benefits of IT offshoring such as large IT cost savings, access to new technological capabilities, and flexibility in delivering IT services. However, despite the growing IT offshoring practices worldwide, little research attention has been directed to comprehensively identify the risks associated with IT offshoring. As a result, we do not have a full understanding of strategic and operational risks client firms may face when they opt to offshore IT functions. Importantly, this means that these firms may face the risk of failing to develop new IT governance capabilities that are required to identify, manage and control these risks. In light of this knowledge gap, this research has made two significant contributions to both the IT governance and IT offshoring risk research.
The first research contribution is towards the development of a better understanding of the risks involved in IT offshoring, through IT offshoring risk literature review and content analysis. We have also categorized these risks reported in the research journals into risk categories based on the source of origin: client risks, vendor risks and inter-firm relationship risks that arise within IT offshoring arrangements. Client risks, such as loss of firm's capabilities and competences and increased switching costs, have been identified in the IT outsourcing literature and not new. Similarly, vendor risks such as lack of critical knowledge/expertise on client's business domains and functional areas and vendor service debasement were also reported in outsourcing literature. However, new and emerging IT offshoring risks that are unique to IT offshoring practice include inter-firm relationship risks such as greater difficulty in communicating and coordinating with offshore vendors whose cultures, languages, national law enforcement practices radically differ from those of the client firm. Furthermore, new and emerging IT offshoring risks also include risks associated with environmental uncertainties such as lack of intellectual property safeguards and corruption at offshore destination.
The second research contribution this study has made is towards the theoretical extension to the extant core IS governance framework. In this research, we found that nearly sixty per cent of the risks identified in the IT offshoring literature could be mapped against the core IS governance capabilities framework. However, further analysis of the results indicates the need to revise the governance capabilities identified in the core IS capabilities framework, which was originally developed in the IT outsourcing context. In addition to the two capabilities of leadership and informed buying that comprise the outsourcing governance in the framework, we suggest that the third capability, namely strategic management of risks and controls, needs to be added to the extant governance capabilities in order to address new and emerging IT offshoring risks in a different offshoring context. This paper has focused on the IT offshoring risk literature. Future research directions should include the expansion of the research scope to include software development risk literature as well as further analysis of the conference papers that were excluded in this paper. Validation of our findings is required through case studies of client firms that have opted to offshore IT functions.
